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Disclaimers & Warnings

The views contained in this presentation are those of 
the author - and might not be shared by other people, 

companies, or even his employer.

No animals were harmed in the making of this 
presentation.

I am not a PowerPoint guru. 
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Trust in Cyberspace

Easy to do in real world

End-Users are far too trusting; assume too much

Both a Threat and A Vulnerability

…but a slick marketing tool, especially today!
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What got me thinking…

A MATTER OF TRUSTING TRUST
Why Current Public-Key Infrastructures are a House of Cards
http://www.infowarrior.org/articles/2001-01.html

PKI: A Question of Trust and Value
Inside Risks 132, CACM 44, 6, June 2001 
http://www.csl.sri.com/users/neumann/insiderisks.html#132
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PKI Overview
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PKI Infrastructure Components

Certification Authority

Digital Signature Back Office 
Applications

Data Access 
ControlKey Pair 

Generation/Storage

NTS

EncryptionInteroperability

Client Software
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Generating Trust
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Selected Vulnerabilities



© 2001-02 Richard Forno (www.infowarrior.org)

Problems with Today’s PKI/SSL

• Authentication for GENERATION
– SocEng, What Notaries Really Do

• Authentication for CONFIRMATION

• Why don’t certs expire? 
• Positioned as Marketing Tools?!

• Not a stand-alone security solution
• Consumers still believe “trust” in established 

entities
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Root CA’s Expire in 2025, 2028, 2037??

1998, exp. 2006
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“Trusted” Systems

Internet

Company.Com

C.A.

Internet

The Yellow Lock
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DNS Redirect Attack

Internet

Company.Com
C.A.

Internet Attacker

The Yellow Lock
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DNS Redirect Attack In Effect

Internet

Company.Com Authorized Server

C.A.

Internet Attacker

How do you know 
it’s NOT

Company.Com?The Yellow Lock
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Insider Attack

Internet

Company.ComC.A.

Internet

Attacker

Servers don’t know 
who’s who!

Users Clueless

The Yellow Lock
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Subscription-Ware

• No positive control over your information
• Complacency

– Paid in Advance
– Vendor decides when/how to resolve problems

• Single Point of Failure and Attack
• Single Sign-On using PKI model

– We already know it’s flawed
– Cookies
– .NET?
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PKI’s Needed Improvements

• Reconsider how certificate requests are vetted
• Use point-of-use verification procedures

– Realtime CRL checks; credit card models

• Force expiration dates on certs and CA
• Host and User-level authentication measures

– MAC/IP/VLAN/Personnel measures

• Vendor accountability and applications
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PKI As Part of Total Security

• Used in more than Webservers
– How can you trust the site you’re visiting?
– Does the yellow lock really mean anything?

• Does not need to be used everywhere

• CA is a single point of failure/attack 

• Is a tool, not a stand-alone solution
– Not ideal for medical uses (old school rules here)
– Becoming an overused tool for marketing and consulting 

firms … economics show slowing corp. PKI retention
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Further Reading
Ten Risks of PKI: What You're not Being Told
Carl Ellison and Bruce Schneier
http://www.counterpane.com/pki-risks-ft.txt

Thirteen Reasons to  Say 'No' to Public Key Cryptography
http://www.connotech.com/13reas.htm

Risks of the Microsoft Passport Single Sign-On Protocol
David P. Kormann and Aviel D. Rubin
http://avirubin.com/passport.html

A MATTER OF TRUSTING TRUST
Why Current Public-Key Infrastructures are a House of Cards
http://www.infowarrior.org/articles/2001-01.html

PKI: A Question of Trust and Value
Inside Risks 132, CACM 44, 6, June 2001 
http://www.csl.sri.com/users/neumann/insiderisks.html#132
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Rx: The Red Pill

Do you want real security, or the illusion of security?
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